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Resiliency
A company’s viability depends on its resiliency. Security 
challenges often strike without warning and leave a trail of 
destruction in their wake. Yet armed with the right tools, the 
chances of getting through the toughest circumstances are 
improved. The risks from natural disasters and information theft 
are considered to be among the top 5 risks challenging the Asian 
Market today. 

It is evident from the recent incidents of such risks that the 
impact on operations and finance is huge and companies 
not implementing right practices had to go through severe 
consequences. 

As a result, the number of corporates implementing business 
continuity, disaster recovery, and information security programs 
are increasing year on year. But it is also critical to implement the 
practices in the right way and not just to build a document. Your 
strategies should be able to mitigate such risks in the right with 
minimum impact and the fastest way. 

Driven by our vision to create resilient world, we help 
organizations to implement resilient practices to enable them to 
ready for any kind of risk. 

Key services we offer in 
the area of Resiliency

Vulnerability Assessment and 
Penetration Testing (VAPT)

Business Continuity 
Management 

Enterprise Risk 
Management 

Information Security 
Management 

Payment Card Data 
Security (PCI-DSS) 

Business Impact Analysis
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Business Continuity 
Management
Nearly one in every five businesses suffer disruption every year 
due to natural / manmade disasters. 

Business Continuity Management is Management’s capability to identify potential impacts that 

threaten an organization and to provide a framework for building resilience and an effective 

response that safeguards the interests of its key stakeholders, reputation, brand and value- creating 

activities. We help companies in creating, sustaining, and improving a holistic “organizational 

resilience management process to recover from any disruption without impacting the customers 

and other critical stakeholders. 

Consulting and Training 
Services Offered
1. Training and Implementation of Business 

Continuity Standards in the organization:

a. Business Continuity Management System 

(ISO 22301)

b. Organizational Resilience (ISO 22316)

c. Supply Chain Continuity (ISO 22318)

d. Business Impact Analysis (ISO 22317)

e. Exercising and Testing (ISO 22398)

2. Facilitation of Business Impact Analysis  

3. Identification / Strategizing and Deployment of 

Business Continuity Strategies 

4. Development of Crisis Management and 

Emergency Response Plan

5. Establish Crisis Communication and Social 

Media Plan 

6. Writing and Preparing Business Continuity 

Manual / Handbook 

7. Designing of Business Continuity Informative 

collaterals 

8. Internal Audit and Assessments of BCMS 

compliance to the standard

Benefits:
• Protect your company – People, 

Assets, Products, Raw Materials, 

Facility, IT Infrastructure 

• Evaluate weaknesses and 

vulnerabilities in the system that 

might affect the operations during a 

disaster 

• Develop a streamline processes to 

deliver commitments even during a 

crisis 

• Benefits after a disaster –  

in MILLIONs 

Enterprise Risk 
Management
A successful business requires regular assessment of its 
exposure towards risk, which is usually defined as a measure 
of uncertainties in achieving organizational goals, objectives 
and strategies. 

Through an effective risk management process, Companies can foresee the uncertainties 

and implement strategies to manage the risk within the predefined appetite. Our role as risk 

management consultants is to guide organization’s in building an effective risk management 

framework, defining their risk appetite, conducting risk assessments and developing action 

plan based on the results. 

Consulting and Training 
Services Offered
1. Training and Implementation of 

Enterprise Risk Standard aligned to ISO 

31000 in the organization:

2. Facilitation of Risk Assessment / Risk 

Control and Self-Assessment (RCSA) 

Workshops   

3. Identification / Strategizing and 

Deployment of Risk Management 

Strategies 

4. Development of Risk Management 

Manual

5. Integration of ESG Risks to the 

Organizational Risk Universe 

Benefits
• Creation of risk based culture within 

the organization 

• Streamline and align organizational 

efforts in mitigating key risks 

• Minimize financial loss due to any 

unforeseen risks 

• Compliance to the legal and 

regulatory requirements 

• Build trust among the stakeholders 

through effective risk management 
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Information Security 
Management

Payment Card 
Data Security

Data processing is central to both day-to-day operations and long 
term strategic planning for most businesses. 

Data processing is integrated into every aspect of most businesses. The role of information 

security is to protect data / information, and to ensure its confidentiality and integrity, whilst 

maintaining its availability. 

We help organizations in implementing the best practices for information security while assessing 

the vulnerabilities in the existing security system. We work with some of the leading organizations 

on Information Security to implement the global best practices in this for our clients. 

The Payment Card Industry Data Security Standard (PCI-DSS) 
applies to companies of any size and type that accept credit card 
payments. 

If your company deals with card payment system or related process then you need to be compliant 

to PCI-DSS and attain the certification. This certification builds trust among the stakeholders on how 

company manages critical information related to card data. 

We help organizations attaining PCI-DSS certification by implementing the requirements of the 

standard to secure the card information of its customers. We work with Qualifies Security Assessor 

(QSA) to certify companies opting to avail PCI-DSS certification as required by the card issuers / 

banking sector. Consulting and Training 
Services Offered
1. Training and Implementation of Information 

Security Management based on following 

standards:

a. Information Security Management System 

(ISO 27001)

b. Information Security Risk Assessment (ISO 

27005)

c. Guidelines on Cybersecurity (ISO 27032)

d. IT Network Security (ISO 27033)

e. Health Insurance Portability and 

Accountability Act (HIPAA)

2. Facilitation of Information Security Risk 

Assessment Workshops   

3. Identification / Strategizing and Deployment of 

Information Security Strategies and Guidelines

4. Development of Information Security Manual

5. Internal Audit and Assessment of Information 

Security System 

Consulting and Training* 
Services Offered
1. QSA Audit to attain certification

2. Remediation support during the certification for 

implementation of controls

3. Vulnerability Assessment and Penetration 

Testing by Approved Scanning Vendor (ASV) 

4. Support for Card Data Security during the 

certification period

5. Certified Payment Security Professional (CPSP) 

training program*

Benefits
• Protects confidentiality and integrity 

of data 

• Increase resilience to cyber attacks 

• Demonstrate compliance to regulatory 

and customer requirements 

• Minimize risk of data loss / 

information theft 

• Improve credibility and trust among 

stakeholders 

Benefits:
• Minimize the risks of security 

breaches 

• Improve customer satisfaction 

• Enhanced company image

• Expand your market share Secure 

your internal security system and 

processes 
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Business 
Impact Analysis

Vulnerability Assessment 
and Penetration Testing

Business Impact Analysis measures the potential quantifiable and 
qualifiable impact that could occur if any business function was 
unable to operate for a period of time for any reason. 

This measurement becomes the basis on which we prioritize our efforts in building an efficient Business 

Continuity Management System. This helps organization to define the time frame and resources it would 

require to recover its critical functions. 

We help companies in conducting and consolidating business impact analysis, connecting the various 

departmental BIA results and developing BC strategies to operate during a crisis situation. 

With the growth of digitalization and use of internet, security 
threat is becoming one of the top risks for every organization. 

A lot of hackers / negative elements take benefit from the vulnerabilities in the system resulting to 

heavy loss for the organization. A Vulnerability Assessment (VA) activity allows the companies to 

determine the exposure status of its systems to any known vulnerabilities. Penetration Testing (PT) 

involves a series of activities undertaken to identify and exploit security vulnerabilities and is widely 

used to help ensure the security of the network.

We, through the support of our partner Network Intelligence, conduct VAPT to assess the 

vulnerabilities in the system. Penetration Testing constitutes that part of a security assessment 

exercise which attempts to simulate the techniques adopted by an attacker in compromising the 

target systems. Our penetration testing methodology is well aligned with established standards and 

practices, combined with our extensive experience.

Training Services Offered
1. Facilitation of Business Impact Analysis 

Workshops

2. Consolidation and Analysis of BIA results

3. Identification and Development of Business 

Continuity Strategies 

Assessment Services Offered
1. Penetration Test we conduct

a. Web Application Security Testing

b. Network Penetration Testing

c. Automated Port Identification 

d. Risk-based Penetration Testing

2. Our Approach towards Penetration 

 Testing includes:

a. Passive Reconnaissance

b. Active Reconnaissance

c. Port Scanning

d. Manual Scanning 

e. Exploitation of Vulnerabilities 

f. Black Box Testing

g. Grey Box Testing

h. Business Logic Testing

i. Authentication and Authorization Testing

Benefits
• Identify the critical and non-critical 

functions of the organizations and 

their recovery priorities 

• Streamline recovery efforts across the 

departments based on BIA results 

• Determine time frame and resources 

required for recovery of process / 

functions 

• Provides guidance in developing 

practical business continuity strategies 

Benefits
• Identifies vulnerabilities and risks in 

your web/mobile applications and 

networking infrastructure

• Validates the effectiveness of current 

security safeguards

• Quantifies the risk to the internal 

systems and confidential information

• Provides detailed remediation steps 

to detect existing flaws and prevent 

future attacks

• Validates the effectiveness of security 

and system updates/upgrades
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